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Cyber Security Is Not Optional

Today’s technological advances make it
easier than ever for bad actors to find an
organization’s most vulnerable points.

LA CHAN SO

TECHNOLOGY CO., LTD

LACHANIS LTD.
@ Security

Q] Consulting Service

Provide solutions to prevent security Provide a systematic consulting services
incidents and hacking threats that may

caused by vulnerabilities. pentesting, infrastructure VA, etc.

ranging from application security diagnosis,

{:} Managed Service

Customized management service to
enhance the security and quality of
applications.
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A Team Of Professionals To Protect Your Team

Cyber Security Is Not
Optional

Today's technological advances make it easier than ever for bad actors to find an

. ¥ - ° organization’s most vulnerable points.
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@ Security f,j Consulting Service {:} Managed Service

Provide solutions to prevent security Provide a systematic consulting services Customized management service to
incidents and hacking threats that may ranging from application security diagnosis, enhance the security and quality of
caused by vulnerabilities.

pentesting, infrastructure VA, etc. applications.




Redefining Penetration Testing Engagements
To Bring You Penetration Testing As A Service

Identify and manage your organisation’s security vulnerabilities with our "PenTest Portal” and

Penetration Testing Services

We can provide all levels of Penetration
Testing based on your exacting
requirements. Security assessments can
be performed against all types of digital
infra.

Penetration Testing as a Service (PTaaS).

Cloud Security Services

Cloud Security Services refers to the
technologies, policies, controls, and
services that protect cloud data,
applications, and infrastructure from
threats.

Secure Pentest Portal

We provides the ability to report based on
the risk level, project, and assets you
choose to provide a more granular level
of reporting in line with your

requirements.
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Learn How We Performed A
Penetration Test For A Corporation

Organizations can define penetration testing by what it is meant to assess.
That includes all networks, applications, devices, and physical security
components. It mimics the actions of malicious actors. Experienced
cybersecurity experts leverage penetration testing to improve a company’s
security posture and remove any vulnerabilities that leave it open to attack.

Test Security Controls 70%
Find Real-World Vulnerabilities 80%
Ensure Compliance 90%

Reinforce Security Posture

100%

0 (+84)097 1258409




We Provides Different Types Of
Penetration Testing

Network vulnerabilities typically fall into three categories: hardware,
software, and human. Let's look at different testing types to understand
more about what a pen test consists of and what types of potential
vulnerabilities your business is facing;

LACHANIS strongly recommends checking the security of your network,
applications, and the other parts of your IT infrastructure regularly (monthly,
quarterly, or at least annually depending on your particular needs) to get the
following benefits:

Web Application Pentest Network Security PenTest

Physical Pentest

Cryptocurrency Pentest

SIEM Threat Detection Cloud Security Pentest

loT Security Pentest Website Security Services




Test the effectiveness of your own security controls before
malicious parties do it for you. Our security experts are here to help.

v Certified Security Experts
v Communication & Collaboration

v Free Remediation Testing
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Web lﬂﬁplication Penetration
Testing -

Protecting these applications from new
threats is a constant challenge,
especially for developers who may not be
security aware and who are working
towards a performance deadline.

Read More

Penetration Testing As Service
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Mobile\AppIication Pm‘tio_n? :
Testing -

Mobile Applications are becoming
increasingly complex, as they do so their
threat landscapes are becoming larger
with more personally identifiable and
business critical data being stored.

Read More

Infrastructure Penetration
Testing

There are two components to delivering
Infrastructure Penetration Testing and

these are Internal and External
assessments.

Read More




Home Services

Resources > ContactUs

Cloud Security Services
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Microsoft Cloud Readiness Assessment

The main issues associated with this technology is its inherent
availability and default configuration, which is often exploited by

attackers

Read More

AWS Cloud Security Review

Due to the rapid adoption of AWS cloud services, many companies
that have embraced this technology are facing new and

Read More
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Microsoft Cloud Breach Assessment

The goal of this assessment is to provide insight into the
complications and consequences caused by weak security

configurations, controls,

Read More

Microsoft Cloud Security Review

The main issues associated with this technology is its inherent
availability and default configuration, which is often exploited by

attackers

Read More




Web Application
Penetration Testing




What are the Risks?

« External facing Web Applications used
by businesses are by nature available to all
via the public Internet. Their complexity
and availability have made them an ideal
target for attackers and there have been
many publicised data breaches that have
been caused by insecure web applications.

* Protecting these applications from new
threats is a constant challenge, especially
for developers who may not be security
aware and who are working towards a
performance deadline.




How Can We Help?

* LACHANIS can help alleviate the risks
associated with IT Security issues by
performing regular assessments of your public
facing or internal Web Applications to identify
the issues and to give you an ability to
remediate these before an attacker would
exploit.

* LACHANIS have a professional Web
Application Security Testing service that can be
used to identify vulnerabilities that exist on
your web applications. LACHANIS have a
wealth of knowledge in the area of Web
Application Security Testing and their testers
have created and contributed to many open
source web application security projects
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Welcome to Pentest Portal!

Penetration Testing Management and Collaboration Platform. Bring Business, Technology and Security Teams Together.

PenText.cloud is a collaboration platform to help you manage your own
security & penetration testing projects and related activities.

Quick Start:

{@- Quick Manage Your Security Audits

E Update Your Information

FAQ:

m How to Generate Pentest Reports
generate .docx report

= 1Y How to Export findings to CSV
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Your organization is always-on and
your security should be too.
Penetration Testing as a Service
(PTaaS) makes our expert penetra-

tion testing team available for you — LAC H A N I S
when you need it. Whether it’s scop-
Seourity as-a-Service

ing a new engagement, parsing real-
time vulnerability reports, assisting
you with remediation, or keeping you
compliant year round, we has you
covered.

* The Web Application testing can be performed remotely for
external facing web applications or internally at your premises if
the application is an internal application. The service would be
delivered as part of the LACHANIS Penetration Testing as a
Service (PTaaS) and full access to the PenText.cloud and other
complementary tools would be provided.



Mobile Application
Penetration Testing




The Mobile Applications we use daily
have significantly advanced in recent
years. This advancement and reliance
upon such services has exposed users to
a variety of new security risks. Protecting
these applications from new threats is a
constant challenge, especially for
developers who may not be security
aware and typically working toward a
performance deadline.

LACHANIS have a wealth of knowledge in
the area of application security testing,
and the professional Mobile Application
Security Testing Service can be used to
identify vulnerabilities that exist on your
Mobile applications.



What are the Risks?

* Mobile Applications are becoming increasingly
complex, as they do so their threat [andscapes
are becoming larger with more personally
identiifiable and business critical data being
stored.

* Insecure applications may result in sensitive
data being exposed to other applications on the
device, the ability to trigger application
components to perform malicious actions
amongst other attack vectors. Mobile
Apé)lications typically make use of on API to send
and retrieve data from the server, this is also a
focal point of assessment with our full API
methodology being covered.
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Infrastructure Penetration Testing




* LACHANIS offer consultant-led Infrastructure Penetration
Testing to provide a thorough and independent examination of
your corporate infrastructure and systems to identify software
and configuration based security vulnerabilities.

* There are two components to delivering Infrastructure
Penetration Testing and these are Internal and External
assessments. [t is commonplace to combine these into a single
test that covers both the internal and external components of the
network.

 Infrastructure Penetration Testing can be performed
Internally within your corporate network or Externally over the
Internet:



Internal Penetration Test
* An Internal Penetration Test is performed by

a qualified LACHANIS security consultant who is
onsite within your corporate network.

» This type of assessment looks for security
issues and vulnerabilities on the inside of your
corporate network with the same physical access
as a member of staff or other types of employee
who has access to the building.

* This assessment provides a very
comprehensive view of the configuration of your
corporate network devices and servers from a
security viewpoint of an insider, connected to
your network.

1

I




External Penetration Test

* An External Penetration Test is performed
by a LACHANIS security consultant whilst
remote from your corporate network.

» This type of assessment is concerned with
assessing the external, Internet-

facing infrastructure of your corporate
network. This could be your Firewall, VPN
endpoints, Web Servers and Mail Servers etc..

* The level of access to these resources would
be the same as an external hacker trying to
break into your corporate environment so this
assessment provides you with a real risk
indicator as to your external security posture.
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Welcome to Pentest Portal!

Penetration Testing Management and Collaboration Platform. Bring Business, Technology and Security Teams Together.

PenText.cloud is a collaboration platform to help you manage your own security & penetration Your organization is always-on and your secu-
testing projects and related activities. rity should be too. Penetration Testing as a

Service (PTaaS) makes our expert penetra- | ‘ LA C H A N I S
Quick Start: tion testing team available for you when you L

need it. Whether it's scoping a new engage-
ment, parsing real-time vulnerability reports,
@ Update Your Information assisting you with remediation, or keeping you
compliant year round, we has you covered.

{@- Quick Manage Your Security Audits

00Uty as-a-Service

FAQ:

ﬁ How to Generate Pentest Reports o
generate .docx report

ﬁ How to Export findings to CSV o
generate .csv file

o engineering [at] lachan [dot] vn

LACHANIS | Secure Pentest Portal
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Language - AR
English Updates Merge Vulnerabilities New Vulnerability «

Title Category Type

Library

Vulnerabilities

Tools Search... Search... Search...

Test Suites Backup file Web Application Sensitive Data Exposure

Directory listing Web Application Information
Attack Chains
Private IP addresses disclosed No Category Error Handling
Web Cache Deception Attack No Category Security Misconfiguration
.NET Misconfiguration: Use of Impersonation Web Application Undefined
3rd Party Application Using Similar DNS Entry No Category Undefined
Absolute Path Traversal No Category Undefined
Abuse of Trusted Connection Leads To Disclosure of Sensitive Information No Category Undefined
Access of Memory Location After End of Buffer No Category Undefined
Access of Memory Location Before Start of Buffer No Category Undefined

Access of Resource Using Incompatible Type ('Type Confusion') No Category Undefined

Access of Uninitialized Pointer No Category Undefined

Secure Pentest Portal

* We provides the ability to report based on the risk level, project, and
assets you choose to provide a more granular level of reporting in line
with your requirements.




* General Information Note: Only redacted vulnerabilites are shown here!

Review

B8 @ Critical Vulnerabilities by CVSS Severity (Pentest) Vulnerabilities by CVSS Severity (Pentest)
@ High

B ot . 2

4 Medium 2

@ Low

I= Charts ~Information : 1 (20%) Critical : 1 (20%)

Information
A Network Scan
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~—— High : 1 (20%
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Blind SQL Injection
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TCP Flood v - & S
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Absolute Path Traversal - 2
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[ New | Critical : 0 (0%)
e @ Low [_ — High : 0 (0%)

Secure Pentest Portal
« We provides the ability to report based on'the

risk level, project, and assets you choose to provide
a more granular level of reporting in line with your
requirements:



| ACHANIS | Contact Us

65 Da Tuong Street, District 08, Ho Chi Minh, Vietnam

www.lachan.vn

info@lachan.vn
(+84) 097 125 8409
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