
LA CHAN SO
TECHNOLOGY CO., LTD

LACHANIS LTD.
Cyber Security Is Not Optional
Today’s technological advances make it 
easier than ever for bad actors to find an 
organization’s most vulnerable points.

















Web	Application	
Penetration	Testing



What	are	the	Risks?
• External	facingWeb	Applications used	
by	businesses	are	by	nature	available	to	all	
via	the	public	Internet.	Their	complexity	
and	availability	have	made	them	an	ideal	
target	for	attackers	and	there	have	been	
many	publicised data	breaches	that	have	
been	caused	by	insecure	web	applications.
• Protecting	these	applications	from	new	
threats	is	a	constant	challenge,	especially	
for	developers	who	may	not	be	security	
aware	and	who	are	working	towards	a	
performance	deadline.



How	Can	We	Help?
• LACHANIS	can	help	alleviate	the	risks	
associated	with	IT	Security	issues	by	
performing	regular	assessments	of	your	public	
facing	or	internal	Web	Applications	to	identify	
the	issues	and	to	give	you	an	ability	to	
remediate	these	before	an	attacker	would	
exploit.

• LACHANIS	have	a	professional	Web	
Application	Security	Testing	service	that	can	be	
used	to	identify	vulnerabilities	that	exist	on	
your	web	applications.		LACHANIS	have	a	
wealth	of	knowledge	in	the	area	of	Web	
Application	Security	Testing	and	their	testers	
have	created	and	contributed	to	many	open	
source	web	application	security	projects



• The	Web	Application	testing	can	be	performed	remotely	for	
external	facing	web	applications	or	internally	at	your	premises	if	
the	application	is	an	internal	application.	The	service	would	be	
delivered	as	part	of	the	LACHANIS	Penetration	Testing	as	a	
Service	(PTaaS)	and	full	access	to	the	PenText.cloud and	other	
complementary	tools	would	be	provided.



Mobile	Application	
Penetration	Testing



The	Mobile	Applications	we	use	daily	
have	significantly	advanced	in	recent	
years.	This	advancement	and	reliance	
upon	such	services	has	exposed	users	to	
a	variety	of	new	security	risks.	Protecting	
these	applications	from	new	threats	is	a	
constant	challenge,	especially	for	
developers	who	may	not	be	security	
aware	and	typically	working	toward	a	
performance	deadline.
LACHANIS	have	a	wealth	of	knowledge	in	
the	area	of	application	security	testing,	
and	the	professional	Mobile	Application	
Security	Testing	Service	can	be	used	to	
identify	vulnerabilities	that	exist	on	your	
Mobile	applications.



What	are	the	Risks?
• Mobile	Applications	are	becoming	increasingly	
complex,	as	they	do	so	their	threat	landscapes	
are	becoming	larger	with	more	personally	
identifiable	and	business	critical	data	being	
stored.
• Insecure	applications	may	result	in	sensitive	
data	being	exposed	to	other	applications	on	the	
device,	the	ability	to	trigger	application	
components	to	perform	malicious	actions	
amongst	other	attack	vectors.	Mobile	
Applications	typically	make	use	of	on	API	to	send	
and	retrieve	data	from	the	server,	this	is	also	a	
focal	point	of	assessment	with	our	full	API	
methodology	being	covered.



Infrastructure	Penetration	Testing



• LACHANIS offer	consultant-led	Infrastructure	Penetration	
Testing to	provide	a	thorough	and	independent	examination	of	
your	corporate	infrastructure	and	systems	to	identify	software	
and	configuration	based	security	vulnerabilities.
• There	are	two	components	to	delivering	Infrastructure	
Penetration	Testing and	these	are	Internal and	External
assessments.	It	is	commonplace	to	combine	these	into	a	single	
test	that	covers	both	the	internal	and	external	components	of	the	
network.
• Infrastructure	Penetration	Testing	can	be	performed	
Internallywithin	your	corporate	network	or	Externally over	the	
Internet:



Internal	Penetration	Test
• An Internal	Penetration	Test is	performed	by	
a qualified LACHANIS security	consultant	who	is	
onsite	within	your	corporate	network.
• This	type	of	assessment	looks	for	security	
issues	and	vulnerabilities	on	the	inside	of	your	
corporate	network	with	the	same	physical	access	
as	a	member	of	staff	or	other	types	of	employee	
who	has	access	to	the	building.
• This	assessment	provides	a	very	
comprehensive	view	of	the	configuration	of	your	
corporate	network	devices	and	servers	from	a	
security	viewpoint	of	an	insider,	connected	to	
your	network.



External	Penetration	Test
• An External	Penetration	Test is	performed	
by	a	LACHANIS	security	consultant	whilst	
remote	from	your	corporate	network.
• This	type	of	assessment	is	concerned	with	
assessing	the	external,	Internet-
facing infrastructure	of	your	corporate	
network.	This	could	be	your	Firewall,	VPN	
endpoints,	Web	Servers	and	Mail	Servers	etc..
• The	level	of	access	to	these	resources	would	
be	the	same	as	an	external	hacker	trying	to	
break	into	your	corporate	environment	so	this	
assessment	provides	you	with	a	real	risk	
indicator	as	to	your	external	security	posture.



LACHANIS	|	Secure	Pentest	Portal



Secure	Pentest	Portal
• We	provides	the	ability	to	report	based	on	the	risk	level,	project,	and	
assets	you	choose	to	provide	a	more	granular	level	of	reporting	in	line	
with	your	requirements.



Secure	Pentest	Portal
• We	provides	the	ability	to	report	based	on	the	
risk	level,	project,	and	assets	you	choose	to	provide	
a	more	granular	level	of	reporting	in	line	with	your	
requirements.



Cyber Security Is Not Optional
Today’s technological advances make it 
easier than ever for bad actors to find an 
organization’s most vulnerable points.

Contact Us
65 Da Tuong Street, District 08, Ho Chi Minh, Vietnam
www.lachan.vn
info@lachan.vn
(+84) 097 125 8409


